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Why the EU’s General Data Protection Regulation Matters 

for US Employers 

 

This is XpertHR.com—Your “go-to” HR compliance resource for federal, state and municipal law. 

 

David Weisenfeld: I’m David Weisenfeld for XpertHR.com, published by Reed Business 

Information and proudly partnered with LexisNexis. 

 On May 25th 2018 the European’s new General Data Protection 

Regulation will take effect, bringing about the most significant change 

to European data security in more than twenty years. The GDPR, as 

it’s known, will place new compliance burdens on EU-based 

companies when it comes to collecting personal data. But what does 

this really mean for US employers? 

Our podcast will take a look at the GDPR and why it can’t be ignored 

with Denver employment attorney Philip Gordon, who co-chairs the 

Privacy and Background Checks Practice Group at Littler Mendelson, 

the nation’s largest law firm exclusively representing employers. 

 Phil advises clients on all aspects of workplace privacy and 

information security, and has written extensively about the GDPR, so 

he’s the ideal guest to help us break down what you need to know 

about this new data protection development. Phil, welcome. 

[0:01:27.0] 

Philip Gordon: Thanks very much, David. Looking forward to chatting with you. 

David Weisenfeld: Well same here, and Phil, there’s no question of course that this is a 

huge deal in Europe. But why should a US-based company care 

about the GDPR? [0:01:40.0] 

Philip Gordon: There are a couple of reasons. The GDPR is written with the intention 

to apply broadly. So first, any US company with employees in the 

European Union will need to address GDPR and we’re past the days 

where only Fortune-500 companies were multinational. We’re seeing, 

with the ease of communication, even small businesses today can be 

multinational companies with sales reps, for example, in Europe. 

 Second, the GDPR applies to all US companies that offer products or 

services to EU residents, and with the movement of so much 

commerce online, that kind of long-arm provision of GDPR is going to 
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capture a lot of businesses that target consumers in the EU and other 

EU individuals. 

 And then last – and this is kind of a hidden outgrowth of GDPR – is 

that it requires European businesses to enter into what’s called the 

data processing agreement with service providers which receive EU 

personal data. So there are likely going to be many service providers 

in the US that don’t have employees in Europe and don’t have 

websites that are seeking to offer products or services in Europe, but 

they do have customers that share with them EU personal data. And 

those businesses are going to be asked to sign these data processing 

agreements, which will contractually impose GDPR-like requirements 

on them. 

David Weisenfeld: So it sounds like a US employer that may not generally have a ton of 

contact with the EU could still have reason for concern if it markets its 

products over the web. Is that right? [0:03:48.2] 

Philip Gordon: That’s exactly right, and those organizations will have to look at things 

like their website privacy policy, which is going to need to contain 

certain language required by the GDPR. And there’ll be several other 

compliance steps that those companies will need to take before the 

May 25th effective date, and then maintain on an ongoing basis in the 

event they are pulled into the enforcement web of GDPR. 

David Weisenfeld: Phil, are there any other key requirements about the new GDPR that 

employers need to be aware of? [0:04:33.4] 

Philip Gordon: There are actually a bunch, Dave. Let’s focus now on HR data, and 

I’m going to mention several. So one is the collection of employee 

data. Employers need to make sure that they’re not over-collecting 

information. It’s referred to as ‘data minimization’, only collecting what 

you really need about employees, and also making sure that there’s a 

permissible purpose for the collection, that the information is needed 

to manage the employment relationship (for example, a paid 

compensation or benefits) or to attract some other legitimate interests 

of the business like succession planning. 

 The GDPR, as I mentioned earlier, has a notice requirement. So we 

talked about privacy policies for websites, but employers are going to 

need to provide data processing notices to their workforce, and those 

notices will need to include specific information about the personal 

data that’s collected, how it’s used or disclosed, whether or not it’s 

transferred across borders, and what are the individual’s rights under 

GDPR with respect to their data and how to exercise those rights. 

 Another important change that GDPR brings to the fore is mandatory 

data breach notification. That’s something we’ve had in the US since 

2004 when California’s breach notification law went into effect. We 

now have...virtually all states have passed, enacted  data breach 

notification laws. But for the first time data breach notification will be 

mandatory in all 28 EU member states after May 25th, 2018. 

And  that also triggers an increased focus on information security 

because one thing that employers will want to avoid is a data breach. 

The data breach requirements under GDPR generally will require 
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employers to provide notice to the local supervisory authority within 

72 hours of discovering the breach. 

Another substantial undertaking for employers is going to involve 

vendor management. I mentioned earlier the data processing 

agreement, and it’s very common now for HR departments to rely on 

a wide range of vendors to support HR functions. Payroll 

administrators, leave administrators, insurance brokers, and many of 

those service providers are going to need to agree to a data 

processing agreement that addresses all of the subject matters listed 

in the GDPR. 

There’s also been a lot of talk in the media about the right to be 

forgotten and other rights under GDPR. One of the ideas behind 

GDPR is to give data subjects – which are employees when we’re 

talking about the employment context – more control over their data, 

and organizations are going to need to implement policies and 

procedures in order to make sure that they are promptly and correctly 

responding to requests by individuals to exercise those rights. 

And then last and big-picture thing to do, is the notion of 

accountability, that GDPR is intended to push businesses to 

implement and operationalize privacy. So it’s not just a matter of 

checking off a bunch of compliance to-dos and then putting a stack of 

paper on a shelf and letting it accumulate dust. The idea behind 

GDPR is that businesses will integrate data protection into their 

standard operating procedures and continue to monitor their 

compliance with GDPR on an on-going basis. 

David Weisenfeld: Well it certainly sounds like a big list, so businesses really have to roll 

up their sleeves. Let’s talk a little bit about consent. I know some 

people have noted that an individual’s consent to sharing their 

personal data is viewed more skeptically in the EU than it is here. 

What can you tell listeners about that? [0:09:28.9] 

Philip Gordon: It’s interesting, the whole notion of consent – particularly in the 

context of HR data. So generally consent is considered a legal basis 

for processing personal data, and one important difference between 

EU law and US law is that under US law employers can use personal 

data for any reason unless the law says they cannot. By contrast, 

under EU law it’s illegal to process personal data unless the law 

provides a legal basis. 

 Now one of the legal justifications for processing data is consent, but 

there are some very strict criteria around consent and whether or not 

it will be valid, one of which is that consent has to be freely given. In 

the employment context that can be difficult. The EU data protection 

regulators generally take the position that employees cannot freely 

give consent because of the hierarchical nature of the employment 

relationship. In other words, they will feel like they’re forced to agree 

to something out of fear of losing their job if they do not consent. So 

employers generally will be able to rely on consent only in relatively 

narrow circumstances. For example, let’s say an organization wants 

to roll out a bring-your-own-device program in Europe, and it tells 

employees, “You have the choice between using a corporate-owned 

device and your personal device for work and there’s no negative 
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repercussion if you choose to use a corporate device.” That could be 

an example where consent likely would be considered freely given. 

But employers are really going to have to take a hard look at the 

situations where they’re asking employees to consent and 

troubleshoot whether or not a regulator would view that consent as 

being kind of coerced because the employee is at risk of losing their 

job if they don’t agree, or if it is freely given. 

 So employers likely will need to look to other lawful justifications or 

legal justifications for processing personal data, like the processing is 

necessary for purposes of administering the employment agreement, 

or the employer or a third party like a parent corporation has a 

legitimate interest for the processing and the individual’s rights do not 

outweigh that interest. 

David Weisenfeld: Phil, I know there are people out there who might be wondering, “Can 

I get one standard consent or do I need to get another one each and 

every time I want to get personal data of any sort?” [0:12:40.9] 

Philip Gordon: That’s actually a really good question, and I can understand why the 

folks in the audience would be wondering about that. 

 So in the circumstances where consent is allowed, where consent 

would be freely given, a single consent would be permissible, but 

there are two important caveats. Number one is the consent needs to 

be specific, so the employer’s really going to need to explain upfront 

what the employee is consenting to. And also the consent needs to 

be unambiguous. That means employers can’t rely on opt-out 

consent, which is very common here in the US. When I say “opt-out 

consent” I mean telling an employee, “This is what we’re going to do, 

unless you object. If you don’t object, we’ll consider that you have 

consented.” That is not a permissible approach under GDPR.  

Instead, when employers can lawfully rely on consent they will need 

to ask employees to affirmatively and unambiguously demonstrate 

their consent, and that could be by providing information in response 

to a request or by ticking a box on an online form. So there are a lot 

of different ways that consent could be given unambiguously, but it’s 

going to be important for employers to keep these additional 

requirements in mind when they are asking employees for consent. 

David Weisenfeld: Again we’re speaking with Denver employment attorney Philip 

Gordon, who co-chairs the Privacy and Background Checks Practice 

Group at Littler Mendelson. Phil, what are the most important steps 

that an affected employer should take to comply with the GDPR? 

[0:14:38.1] 

Philip Gordon: Remember GDPR is not dropping out of the sky. There has been 

data protection law in the EU since the early to late ‘90s, early 2000s. 

So a lot of the concepts in GDPR will be familiar to EU employees. 

But some of them are brand new, like data breach notification. So 

employers need to look at those aspects of GDPR which require 

policies and procedures, like a security incident response plan, or 

procedures for responding to requests by individuals to access their 

rights. 
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 Another area of challenge for organizations that should be addressed 

is going to be vendor management, and finding a way to identify 

vendors that will receive EU personal data, and making sure that as 

part of the negotiations with those vendors, the onboarding process, 

there is some level of vetting to make sure the vendors can support 

the employer’s obligations to comply with the GDPR. And then 

contracting to make sure that the agreement contains the data 

protection language required by GDPR. 

 Another area that employers should be taking a hard look at is 

establishing a privacy governance structure. If no one at your 

organization really owns the program, a lot of what is required will just 

fall through the cracks. So creating either a committee or individuals 

at the country level, with individuals at a high regional level who are 

responsible for overseeing the process, is going to be important. The 

GDPR does have this concept of a data protection officer. That raises 

some very nuanced questions that probably will require too much 

detail for me to address in this podcast, but something that employers 

need to look into more deeply if they are addressing this notion of a 

privacy governance structure. 

 And then last, but not least is training, making sure employers 

understand what’s new, what they need to do, what their 

responsibilities are, how to report a security breach is all going to be 

critical for an organization to successfully implement their GDPR 

compliance program. 

David Weisenfeld: So breaking things down a bit, is the safest course of action for an 

employer perhaps not to collect personal employee data at all beyond 

the basics, like emergency contact information and work history? 

[0:17:32.9] 

Philip Gordon: In a perfect world employers would do that, but as we all know, we do 

not live in paradise. And the challenge of trying to take that minimalist 

approach is that the GDPR defines personal data to mean any 

individually identifiable information about an actual person, or 

information from which an actual person could be identified. What 

does that mean in plain English for employers? That means work 

location, the identity of someone’s supervisor or manager, comp 

information, benefits information, holiday entitlement, whether or not 

someone’s full-time or part-time, performance appraisals. You name it 

– virtually any information related to the administration of the 

employment relationship that either has someone’s name on it or 

could be used to figure out who is the subject of the information is 

personal data.  

So at the end of the day I think employers would just lose the ability to 

manage the employment relationship if they tried to do some very 

minimalist data collection to avoid the GDPR compliance challenge. 

David Weisenfeld: Certainly a subject that’s getting a lot of attention, and especially in 

light of what’s been going on with Facebook and Mark Zuckerberg’s 

testimony before Congress. I’m sure you’re probably getting even 

more questions these days. [0:19:10.8] 
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Philip Gordon: I’m getting a lot of questions – you are correct! And the Number One 

question that people are asking is, “What happens if I don’t get 

everything done by May 25th?” Now there’s a lot of concern out there 

that this is a ton of work that requires a real team effort. I don’t think 

there’s any one person in an organization that can get everything 

done that needs to get done by himself or herself.  

The flip side is I think regulators are starting to recognize themselves 

just how much work this is, and even though there’s been a lot of talk 

about the maximum penalty, which can rise as high as 4% of the 

annual gross turnover for a corporate group worldwide – so 

potentially a very big number – I suspect that particularly early on 

we’re not going to see companies getting hit with large monetary 

sanctions, as long as they can demonstrate they’ve started, they’re 

making good faith efforts and they’re taking this seriously and trying 

to get everything done that they need to get done as soon as 

possible. 

David Weisenfeld: Well as we wrap things up, Phil, do you have a final thought that 

you’d like to share with people about what they should take away 

from the GDPR? [0:20:38.3] 

Philip Gordon: Don’t panic if you haven’t gotten started. This is very doable. Create a 

team, break down what needs to get done into smaller pieces, assign 

it out to the right people, have someone who is leading the effort and 

driving it internally. You really do need an owner, but they’re going to 

need support, and just take this seriously. Figure out your obligations, 

but at the same time balance what you are doing with what your 

resources permit. And just do the best you can, and I think if you take 

it seriously and make reasonable efforts, your organization will be 

fine. 

David Weisenfeld: Philip Gordon is a shareholder in Littler’s Denver office, where he co-

chairs the firm’s Privacy and Background Checks Practice Group. 

Phil, thanks so much for your insights. [0:21:31.9] 

Philip Gordon: David, thank you, and thank you to all the listeners. I really appreciate 

the opportunity to share some of my thoughts about GDPR with you 

and with the audience. 

David Weisenfeld: I’m David Weisenfeld. We hope you’ve enjoyed this podcast. 

Continue listening regularly for more podcasts on key employment-

related issues, including Sexual Harassment Run Amok – A View 

From the EEOC, and How Much Employee Input Is Enough? 

The opinions expressed in this program do not represent legal advice, 

nor should they necessarily be taken as the views of XpertHR or its 

employees. XpertHR.com is published by Reed Business Information, 

and is proudly partnered with LexisNexis. 

For more information about XpertHR, our subscription offering, or our 

50-state Employee Handbook, call us toll free at 1-855-973-7847.  

Copyright  2018. All rights reserved. 
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